APTIHS HOLAEM

ZombieZERO EDR

N-"cons

OHYTE EIX|/AITH




CONTENT

D =z1== Moy 22

O xsy o

2
74

O



APTUE HOHEZM | ZombieZERO EDR

S/tkl= AO|H 53

2L 0|%
e/ HA 257 S7t2 2lsto

S HAYo
20204
Sonicwall&HE

A=
UEEIS eI
20204

43%Tt
HAIO= Hrof

20194

© NPcore, Inc. All rights reserved.

ME 5HOto| Z|CH 2|2 APT (Advanced Persistent Threat)

ofl7{7t Ctfet HOot RS 54 71¥0[L X9 HERZH X&EHO= Jiot= S4.
UFX|X| U2 Al/HE StMTAC 712 MIEIO|L} HIAO| Q= H| XA 8iQ|o] 2 A,

L= —
(Ransomware / Backdoor / Bootkit / Exploit S)

0

A1 2
298

AP

OLE[HIO|2{ A= A|TIL|X 7|HHo| IfE O§E WAloZ
20 ofEst0] Tl AGF =02 tiSots| =0

AHE AITLL 2 SO oS

03'_['

L

Anti-Virus

Known Mal?/’vh

UnKnown Malware

GDOﬁ]\ﬁ

9T

N?core



&
&b

0
HT
4>
o
o
ie)

2t 9llof

© NPcore, Inc. All rights reserved.

i efo]Eqof
HA190f Ao

MO AL
—

HHEO-l Al 6

MZ WA
EIX|Z XtA
a

02 . H

A

= U XKL AFHTE(APT)

FAHE g A X|Yat ==|SHE A2l
Q| Ct= P e e v | A
[ X4
ol Ransomeware / Bootkit /
ofMILE C|XI2! Backdoor S

AH:::Ol ur7:|5|o.|5
10% EfX|Z =N
=7e (#Z0] Corsl)

_{_;i,.l-

N?core



CONTENT

HZE ML

X =

z0 5%

- CHYEE =0

- AAjZH 27t el

- 10C &3t X|E =X
- CHRE 24

= JMAHHAI 23] HEX|

) ECEC s Y=

= MITRE ATT&CK &8
- YT B HE) 24
= =Z2 EXIH

M5 71 2%

710H &1t



2. EH[H|=

APTUE HOHEZM | ZombieZERO EDR

ZombieZERO EDR

APT & A/HE YT iSot= Endpoint HE EOt £8M

n Fx APT / #M9l0] CHS ZeroTrust 2ot

AEX}F ZHPC/MH) Of0|ME SEfZ AX| ol MY UGS L QM BX|/RIE ASEX| g2 oz H Malids / 2A

B (oc FaixiE 24 B unz ez uy B +=ax

o XIZ0H| THE BAl X 7St HIS IF QI8 ZXIA| ZAZH =7k 2OY0|A / SHRE 27| MEH Ths

© NPcore, Inc. All rights reserved. N,CORE



= Manager AH{2} 15510 QYT ES EFX| / I
= 2O0]A /S2IRC 271X HAIOZ = Jhs

ZombieZERO Manager

H=IIOIE K0 PHE 22|

QPR 2| S HHEE

Qb AR 4~ S HURM

Virtual Machine Sandbox A / 242

Yara Rue IH[0|E &2

=LH -2 A0 [H P& EHX F(ndicator of Compromise)

© NPcore, Inc. All rights reserved.

(< I < T < I < I <

2. EH[H|=

ZombieZERO EDR

Oy3z aquoz (V)

\

MERFPC oI T2AIA ANZHZA|

Qb AlRHIII EIX| S X

I} £|kRansomware) CHH| T HHOY /=
OHL A AdEH Z42H0H| O[T} PC HOIRIS EX|

7 [Ef Q4T 2R OfEE AUR 4T

N?core



' e , 2. ZHIKN=2
APTLHS HOHE2M | ZombieZERO EDR

= Endpoint(AL2XIPC)THO APT 2! AIMIZE b T ES EEX|/RICH
- E0] / Bl S CIOSH Ot SR MOR0| BhY 2 It

=2 A o] ©O| O] AlS
f 1 ALBRHPCO A7 YU 99 U M
1 10C 7%te] 9/8] sioi=
AAZHO 2 X|&X EfX| o
(MITRE ATT&CK 22 ZeroTrust HQt 7|2 Sot AdHE
)
B Il HEE 24 H2 g2c

=
2 A
[
O- o

B R 93 ¢

(*F| ot of

AT MAH T 2 T

ZombieZERO

Manager

i
1x
uy
=
ox
2
=
K

ZombieZERO
EDR

© NPcore, Inc. All rights reserved.

N?core



2. EH[H|=

APTUE HOHEZM | ZombieZERO EDR

x| - et 7z 20t

- CHUTIO|A] A | 2H99)0f 3] SR/t

= HAHERT|SS Solf 45E oDt A3 3 Bitdefender@| AV 7| s X[

O |>h

TR0 AR EIXYAICH
A7 FRIRIRO] SIS EfX 5101 Rt
IOl OS5}l QIR LS

ZeroTrust HOt

A7 TRI0| 901 FE O T A3t Al

20| HtS BRI A M= 2 H=2=

f— Bitdefender2| AV 7|5

2 8| Bitdefender®] AV 7 1= X1
OSTTO| ABHAFH EIX|

© NPcore, Inc. All rights reserved. N,CORE



2. EH[H|=

=M | ZombieZERO EDR

o=
E

APTLHS &

— MA|ZH A7 Ol
= IIQ HHX XIXO| 27t Qb T2 MA T} K 5t 4 Ol HOFZ [0y I HHYS
= 712 C2O[HTHOIMO| 8] Ao 2 OfEa|AH0I7E = O|4ret s Kot Gl
AA|ZH 271 ]
HARZE

Q! OJtHx
*7|- HHOA

M=M= N

el
PLE
EDR2 AMIEE AMO| B X|/XICHS= HOEEEM 0| X| T,
A7} HH =2 EJ H EH St I‘|E EOl‘o X-I 5k
N2core

NPcore, Inc. All rights reserved



2. ZH|H|I2
Ot&2M | ZombieZERO EDR ZH|x|

—10C Eoll X|= EX|

» |OC FA OEHIZIMA MRS E5HAA| Q8 EIX
= AISA O HERS, T, Z2M|A, 2fX|IAE] {0 CHet I0C RoiXIE HX|

Ef2) : Process

Create
2068
C:\Windows\System32\svchost exe
1586835082f632dc8d9404083bc16316
2296
C\Program Files (x86)\Google\Update\GoogleUpdate exe
59ea38acbca05610bfee326da3i2dI6h
"C:\Program Files (x86)\Google\Update\Google Update.exe" /ua finstallsource scheduler
nuil
null
A59819EC07998E50C0797171EB280E3C
[ |

29| g%

MITRE £ Tactics
Etel - File
2652
C:\Users\npcore\Deskiop\ 12 & Zgocleansetup151.exe
9608c9c4e31260748756106391508941
Write
Cr\Usersinpcore\AppDatall ocal TempinshCAAC tmpiUserinfo.dil
A59819ECO7998E50C0797171EB280E3C
D D MITRE el Tactics
T1204 User Execution Execution
Et2! : Network
. . 2560
M t d D t t C:\Program Files\Google\Ghrome\Application\chrome exe
On I Orl n . a n e eC 2a2e522a405Cb5329503502¢c4M6ca39
HTTP
www.ten-1097_comwww._ten-1097.com /ajax jongmek_list.php
107.194.131.98
A59819ECO7998E50C0797171EB280E3C
MITRE o] Tactics
T1041 Exiltration Over C2 Channel Exfiltration

% 10C ZloiX|® EIX| 23

© NPcore, Inc. All rights reserved.

N?core



APTHHS EHPHEEM | ZombieZERO EDR

FQ EX- ity g4

- ATLIR/YR/SHEA SO| URRIX| 02 ANTE CixiRl 24

Black List Anti Virus Yara Static

HASH > B Bitdefender > {}

YARA

User Black AV Engine Yara HHEM

© NPcore, Inc. All rights reserved.

>

Sandbox

g

vmware

2. EH[H|=

reputation

> > VIRUSTOTAL

N?core



2. EH[H|=

Q0

= Yara Rule 7|%t B 2412 0125 b THEH EX|
- AISX} T QAR THIDIAIS 0|83 TNl Al 2 39| 24

oF 10,000047H O[Af2| Yara H|m

rule CEO_Fraud
{

meta:

=
author = "Natalie"
% 3%, R d date = "11/06/2018"
) , X description = "This is a basic YARA rule for CEO fraud."
. —_ — strings:
o e $text_a = "wire transfer"
e @ o® D : $text_b = "CEO"

$hex = { E2 34 A1 C8 23 FB }

YARA s i “ Y (e condition:

$text_a or $text_b or $hex

o

2
HI
1x
HO
g
=
rm
HI
1x

Sandbox 2t0]] sl 0S| A

@ ¢ © v
. » -2 W@ Ip R

vmware -

!
HI
1z

12
0Xx
0?:':'
Jo
A
1%

© NPcore, Inc. All rights reserved. N,CORE



APTHHE HOtEEM

2. EHN=

M | ZombieZERO EDR

— 7t 22| BX|

7M A 23| YIX| 7=
=z

Virtual

Fake Real Machine

Real Machine
BFEBFBFF000306C3 OFABFBFF000306C3 BFEBFBFF000306C3
Physical CPU ID Running Inside Hypervisor Running Inside Real Machine
2| Mol CPU ID HEZ HY
7HAHH A H =77
(EAX/EBX/ECX/EDX) Chi =711
2| WX V=

* 7hSOHLe|

7MY R EX| Vs

© NPcore, Inc. All rights reserved.

CPUID BEE E|°E* H412| CPU ID HE= HE, 7R

7HSOLS 21 HAOZ Q1A

£5/0] opAEE

N?core



2. EH[H|=

= 20182 2 MTMAPDAIEZ M TS 22 Rt oA
= Me/387|/ 89/ 85/ T us82 ECSC

¥ Hesenasy L comaaazns

A

e A

P BoI=aas

®
N ERbira

JEDLLANAMIN OFFICE OF EDUCATION

KOSAF

-, TR YT

@ UTYSAISY

. DAEGA METROFOLITAN CFFICE OF EDUCATION

© NPcore, Inc. All rights reserved. N,CORE



2. EH[H|=

APTUE HOHEZM | ZombieZERO EDR

Z=Q EXAl - MITRE ATT&CK 2

» HZFSIE MITRE ATTRCK 250 9H= oFd FEO| FHH| 12|35 M
n OM'i:lI:O| 174 I:IH:H( 1%)0" [HOH %,Fﬂ }3

MITRE
ATT&CK X184 5 200 it 71 2 el

JE L EE

ooll

Adversarial Tacti echni W
&L.‘wv

RECONNAISSANCE WEAPONIZATION DELIVERY EXPOITATION INSTALLATION COMMAND & CONTROL ACTIONS ON OBJECTIVES
= = A =L = O =
=7| M A 2y 35 et Sy Y & SH RE EtH

© NPcore, Inc. All rights reserved. N,CORE



2. EH[H|=

HOFEEM | ZombieZERO EDR

27 Sef 20

= OFA SHO| AN LSt SEX HIE

= EXE A EEE 0 Y 2 U= HOIXI(E D) MS

os olwe PO AMEN( 5 ELE YARA TRE
YARA MITRE

VbaMacroCode T1221

| @ hrips/managerspcore comyUyPop/Mitre/T1485 hemi - Chiome - o

@ https;//manager.npcore.com/Ul/Pop/Mitre/T1221 html - Chrome i
= lml * manager.npcore com n =L O O . T
A I Aste Qsf Uz} =l G0|E

e = =g| =ol
Ransomware Injection £ 34 HEs ¢

Microsoft2] OOXML (Open Office XML) At2F2 Office 2M (docx, xlsx, pprodil tHEH XML 7|2 E2

O] 4! (doc, s, ppt)2 CHAZLICH OOXML Zre BEM7F dE s Yalg 4T

She TEZIISHs CHeh XML 2 248 ZIp 0171022 gL [T

e

Excel.exe

A 0| Ha|EA

© NPcore, Inc. All rights reserved. N,CORE



2. EH[H|=

- 2 Y I2HIE 20| AHO|E X/

= POl et SA 718 XIA(HY QIR TA)E &Eot S

Pattern, Rule, Detect, Malware

United States 167794
Russian Federation 27473
Germany 21267
United Kingdom 12870
Netherlands 12173
China 11903 -
oo T, L\"-
va __:(_‘3\?_)‘
Canada 7494 | L Y . .
A~ 1 noonooog,
A 1 £ - =
Japan 7402 O o—{( ) OB
| L o—d T |—IB
YT (A=F
France 5916 L T N P
N *\*:_\_:{__.2‘-(}, | o |LIJ_LL1J_ -

Romania

@ MALSHARE () Bitdefender

) SHobaN > VIRUSTOTAL
Sp\lse Sign (c-Gas EELERSEE] M I OEENCETEEEEEIET

© NPcore, Inc. All rights reserved. N,CORE




2. EH[H|=

APTUE HOHEZM | ZombieZERO EDR

APT 2 A OPTIE X XIEH

- IOC RISHRIEE 7|13, 12t SO0 ChEt Qb 319] 241

- 3917 |B10f T2 ALAJZHHAIRIOIZ EIR|/AICHSIH T 155} 2 QR S

- ZeroTrust £0t 7|52 5101 ZSEIX| 2 T2 124 Asei=stn 2 Iiest Alsy

. TS AOJHOFHIE] ECSC 24| HIES 0125+ YARA Rule IHE! 212 QPTC &5 541

TRATHAL MIEHIA S5 SAA LAY
Sandbox &% - 7FS0L S Solf ikl EHE0IM 2M 7 [SS MSSHH, TSt Windows OS HITQ| JHESIA 2 X2
= - QUE{S XHTh EFE0IM =3 RICIOIE 7[5 X2 X! SR 524 7is XI2

- TP RBIX| 7155 St EIFMHA Tt SUSHSH AWl 24 MS

== o = = —
dSErggS St s Es
A MBIl A3 2 9 24 7SOR OPMTE 20! 75 RIM Rt

) =)

- QY AR ZPHO| o7t itk DA AT} L S 4= Gl HOFSH0]| TS Hidlok=7Is
- 712 ECI0[HHOMC] #1Q] Moo= OS2 (0|7 S 02t &5 Kot 8l

- PR hlo| THR! o1 / o] UIS S5t ol Il =

7S dAIE S5t Hold Mis

(XA Y HOHEM IS ME TS Mis

- SO|ERIAE J|H ASE DEMAD 2H IS

- AR Agent ELIER AS / SX| 7 IS RIE

BN HTMHE Y FQ U2 K / Syslog £ 0125 M| £2M10| s 75 Mg

oS APIS S3t RIS B

=2 o0
- LifSs AVRIEIit-defendenS S8t 221zl QAT CisHHIZ ERY/AIEt 715
-HIO[RIA ESIS 0[85H 371 244 7| (RI0A e T Q)
T % 22 IHE S S SFHTTHEA T

o2 o

© NPcore, Inc. All rights reserved. N,CORE



APTUE HOHEZM | ZombieZERO EDR

Security Profit
QAL T

I/=4
2| HHIE

AbE

rir

(o
HA

A .H|
1 L

b

Lo
ro
HI

3
XV kl 7|AE_=|

CRHES|
WA R3] 7S
IOC ZoHX|E X

© NPcore, Inc. All rights reserved

2. EHN=

Q0

° &, A

Flexibility Safety
WE ALO|H{OHMMIE] M HAl 23] 2K
Al = IOC &GHX|E EX]|

ECSC &

d|

34 A5

0

w5 ECSC

WEE AIO|HOIMME ECSC
Yara Rule 34! A=
=l ¥ == IiEH 2{0|2 YHI0|E

H=d

Innovation

MITRE ATT&CK

2 7S 2

MITRE ATT&CK 25
HARIHO| MA|ZE 27t
= A

okA
10

|of
o
Ok

A2

o2

N?core



CONTENT

|
wir
ok
Klo
(o)

A

e

i0j0
104
ol
80

A
M



APTUE HOHEZM | ZombieZERO EDR

o)l=0l ES
O X mM

ZH CCQIE / AU CCQUS / GSAB B R
0

Ol= £5] 24S Zatet 122

SEE /

= “ZombieZERO Inspector V3.0” ZLHCC EAL2 QI

= “ZombieZERO Inspector V3.0 GS 215

= “ZombieZERO Inspector V4.0” =H|CC EAL2 QI

= “ZombieZERO Inspector V4.0” GS 1=

y
?/ZELHQI EsS=-124 |

APPARATUS AND METHOD FOR BLOCKING ZOMBIE BEHAVIOR PROCESS
MALICIOUS CODE DEACTIVATING APPARATUS AND METHOD OF OPERATING THE SAME

- Op TS XITHHA| L 0Jo] S3 Y]

A F N A

ZombieZERO Inspector V4.0

Y N9Y A5 FAA 9A e W%t

L L DUy
o = : ;E A moIEN
T 21 5 A ] rrEREdaEN T2
)
- ZombieZERO Inspector V3.0

ktl

............

© NPcore, Inc. All rights reserved.

N?core



=2 15007 0|2 SS71H, 7

LJ
MEEEN S

o1

© NPcore, Inc. All rights reserved.

1Y, tist, =871

i R

.
o

The-K

—
E=uREA3AE]

‘;jé\'.); BB AN 87y

BUSAN METROPOLITAN CITY OFFICE OF EDUCATION

KGL'LI #oIcyetm

Kamisu City Hall, Japan

HE

PROSECUTION SERVICE

' 5 Rk e

Mine Reclamation Corp.

@ sYcxYY@

Royal
Malaysia
Police

S LIE ]

Ministry of National Defense

®
EEEEEN

N TYEZEH

Vietnam Posts
[z and Telecom
Group

VNPT

d

LAYy

KOREA POST

Vietnam
:|Cryptography
University

YA EHQ

Your Best Credit Partner

O SGIAgES

Q. BISE
GYEONGSANGBUK-DO

@ UTYRADSY

K . DAEGU METROPOLITAN OFFICE OF EDUGATION




APTUE HOHEZM | ZombieZERO EDR

AMTH= Rt TGEHSI 2 228 JEEA [E7|YC = Fofot AU

@
/ ® \
Sy FQE! Of0|E|Y, I0|RET & R0t ST
=)

5taI= EAt i S S5 33, 7Y, 28T SOl TOj
Qo ax °
.H‘"E'E.I ol Q u d =\
o+ 0|A|O g c
® 22OAl lﬂEuwor T = (' ';; E yono .’ Spry
=S 2H CCOIZ &S 2 248 IEL A28 5510

ofie THIHE ?I2t LA 55 & 7|5/E

o = -
U A7 X[H sHAFA HIEEO XIAS =11, *E1I0|*_|0L EEMI*PL 0|=,

=
. P 0 HIES S sie] el Aot Mz, HuEs Axe)
3'—=| o 1 O':.'_f O|AL 2= Ou® J|E IS HOBT Qs EMASS £510] SHX2)
oio] 3l 7|2K|2 SHE S5 HIE mOj & o) 245}

© NPcore, Inc. All rights reserved. N,CORE



Wwww.npcore.com

¥ 0

{0}
™

THANKYOU

HEAD QUATER
ISBiz Tower 1001, 26, Yangpyeong-ro 21-gil, Yeongdeungpo-gu, Seoul, R.Korea
Tel : +82-2-1544-5317 Fax: +82-2-413-5317 Email : ceos@npcore.com

SUBSIDIARY
1801 Research Blvd Suite 570 Rockville, MD 20850

BRANCH

3rd floor, number 138 Hoang Ngan street, Trung Hoa ward, Cau Giay district, Ha Noi city
Tel: +84-4-3837-8554 Fax: +84-4-3837-8556

N?core



